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» birdman@x-solve.com, X-Solve

» Our WebSite —Http://x-solve.com/blog
» Column Writer

http://www.informationsecurity.com.tw

» MSDN Flush Writer
http://www.microsoft.com/taiwan/msdn

¢ X-Solve, Inc. is a company focusing on
" developing IT Security technology for the
8 reliable and high assurance detection and
[gn'n, eradication of Spyware and Rootkit.
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What Is Spyware?

E Definition

» Spyware Is considered a malicious program in that users
unwittingly install the product when they install something else.

¥ There are two types of Spyware.
» Commercial Purpose

m This type Spyware d
related to user. Now, we will

s Adware, Browser H (iscuss this one in | software
_ the following slices.
» Invasive Purpose /

= This type is designed for hacker, they are more malicious than
another type. Hacker utilizes them to collect private data of the
certain victims or penetrate into computer system.

m Trojan Horse, Backdoor, key-logger, Rootkit and other hacking tools.

bits in order to serve ads
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The Difference Between Virus & Spyware?

®
" X
w/

Virus VS. Spyware

Virus Spyware
I Passive, Small-scale and Stealth

Active and Large-scale Attack

Low Mutation High Mutation, Customize

No Specific Target and Localization Specific Target, Localization

Do Destruction Do Information Collection

5
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The Malicious Behavior Models of Spyware

E Traditional Spyware Behavior
» Spyware exists as independent executable programs

¥ Modern Spyware Behavior

Traditional Spyware

e

EXE

Modern Spyware

ﬂé_ ﬂ

EXE

g
EXE itggm

Shellcode
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Case Study 1 : DLL Injection a

E This one iIs a kind of DLL Injection Spyware. It
will inject a DLL into Explorer.exe and IE.
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Spyware Behavior

¢ EXE or Process are insufficient !

» Different from traditional Spyware, the sophisticated Spyware
have not just one EXE. They appear many executable types,
such as DLL, SYS even Shellcode.

» It one of reason that make Anti-Virus sucks!

r Common Malicious Behavior consists of three units

» Deployment Unit
» Launch Unit
» Core Unit
m Remote-Control
m Data Collection
m Self-Protection
m Other malicious behavior
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Common Malicious Behavior Model

Modify System Settings or Files

> Window Startup Fhlay e s

czllleel Digggars:
Trigger

Drop Files

DERIGYTERINTRI Eeit)plen) Ug)fe

Launch

Core Upj

I' Malicious Behavior : Collect and Upload Data, Rootkit Function... All “f# 2 % i£” things |
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Strategy of Spyware Analysis and Detection

k¥ There are three types for Spyware Detection.
» Before Execution
» On Execution
» After Execution

Before Execution On Execution After Execution
Slejriziitife Detgction Bareviar Marlltor CreSSVIEWNCHECK:
—> |
StaicAnaINSIS |pitae) oy Mlarlite INEGIHLYACHECK i

Anti-Virus, Reversing Tools Anti-Virus, HIPS Forensic Tools, Scanner
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Spyware Detection - Archon Scanner

F Rootkit Detection

= DLL Injection Backdoor Detection -

E Malicious Behavior Analysis ’:3
Y

uuuuuuuuuuuuuuuuuuu

e Zero Deployment = | ‘@
» NO monitor program need to install
» No training for baseline

k¥ A Forensic tool for Scanning Spyware

Download Trial Version Archon (2006-0701 ~ 0730)

¥ http://x-solve.com/Products/Archon_Scanner/Trial/Snapshot/Archon_1.JPG

E  http://x-solve.com/Products/Archon_Scanner/Trial/Snapshot/Archon_2.JPG

¥ http://x-solve.com/Products/Archon_Scanner/Trial/ArchonScanner_1.0 Preview.zip
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Spyware Detection - Archon Scanner

B Spyware Domain View

» Different form other commercial Spyware Scanners, Archon Scanner is
designed of Spyware domain view, we use over 25 aspects as malicious
behavior features to analyze unknown Spyware or Rootkit.

®  Major Malicious Behavior Features
Hidden Process Detection

Kernel Hooking Detection (SSDT Hook)
User Mode Global API-Hooking Detection
Hidden Registry Key Detection

Malicious DLL Injection Analysis

Raw Socket Detection

LDR Modification Tricks Detection
Message Hooker Detection

Yy ¥ ¥ v v v v v

B Archon Scanner focus on the user mode Spyware detection.
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Spyware Inspection of Archon Scanner
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Rootkit Detection

B Against Hooking

» There are many Hooking approaches in the world, but we just focus on
the major tricks which are popular among Spyware writers.

m Kernel Mode Hook : SSDT Hooking
m User Mode Hook : IAT Hooking, EAT Hooking, Inline Hooking

» Hidden Process Detection

» We use the “Process Handle Tracking Approach” to detect all kind of
hidden processes, such as Hxdef, Fu, AFX, vanquish or other Rootkits.

» In next version Archon, we will add new approach to detect hidden
process by FuTo.

E  Hidden Objects are easy to discover with Cross-View approach.
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How to find out injected DLL?

E Theoretically, it Is Impossible to determine which
DLL is injected in a process without behavior
monitor. Because, all the important evidence
were disappear after injection.

E Other Clues

» Find out all explicit load DLLs with LDR Information
s PEB -> LDR Table

» |AT Scanning
» Malicious PE Check : Packer Analysis
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Ll RS [2EREAE - 1.0E.06

WAEEHZL : For X-Solve Teser-060730, Power By X-Solve Inc, 3w ZE L0 H]
FEER] : 04 July 2006 11:26.05

fRAETRd : 22 &

{30l H4% : XSERVER

YEZF &L : Microsoft Windows XP Professional Service Pack 2 (Build 2600) - VM

K : Normal Mode
REEA - EFEA (Expert-01)

EEEHR HE EREALE A

IMP Hook :CAWINDOWSYsystem32yntdll dll NtQuerySystemInfarmation
IMP Hook :C:AWWINDOWSYsystem32yntdll. dll: RtlGetNativeSystemInformation
IMP Hook :C:AWWINDOWSYsystem32yntdll dll: ZwQuerySystemInformation
IMP Hook (CAWINDOWSsystem32ikernel32.dll: CreateProcessiw
IMP Hook :CAWINDOWSsystem32ikernel32. dil FindNextFile\w
ﬂ‘ CAWINDOWS\system32 IMP Hook :CAWWINDOWSYsystem32ikernel32. dIl: OpenProcess

\HookApi.dil IMP Hook :CA\WINDOWSsystem32hadvapi32. dil: RegEnumyalueiw
Load DLL :{ 15360 WWINDOWShexplorer. exe
Load DLL :{1683C:\WINDOWSYsystem32ihkomd. exe
Load DLL :{16163C:%Archon.exe
MessageHooker !\WH_CALLWHNDPROC

Hidden Process :

By HEE e [FEs ) a=hnE: IE AP :PID=1120, Malicious Code Injected !

Process . plorer\IEXPLORE.EXE
SDT Hook (MTOSKRML.EXE: ZwheviceloControlFile
Module C:ARWINDOWSJiurlPortHide.sys AutoRun (SYSTEMACURRENTCOMTROLSETYSERYICESY JiurlPortHide’,

DataThief :

CAWINDOWS\system32 AULORUN :SOF TWARE\MICROSOF TyWINDOWS \CURRENTVERSION\RUNYHO tK ey Crids

“Yhkcmd.exe

Copyright (C) 2004-2006 X-Solve, Inc. (

Process
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Element of Intrusion Detection System

¥ There are many IDS around us.
» Guard — Person
» NIDS — IP (Session)
» Anti-Virus — File
» HIPS/Personal Firewall — Process

We need more precise answers !

How about DLL Injection Spyware?
How about Code Injection Spyware?
How about Kernel mode Spyware?

How about Rootkit!?

Automated Behavior Analysis Approach, Birdman, HIT2006
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Malicious Behavior Set

) | : |
[l |
|

A4

- |
In order to cover all the malicious behavior, including remote

threading and DLL injection. We track the relationship of
process and thread to identify the “Malicious Behavior Set.”
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ARCHON

¢ We need an automated analyzer to profile
malicious behavior of Spyware.

F Implementation

» To Capture all the user mode Spyware behavior, we
have developed a pure Kernel mode monitor, Archon
Analyzer.

» Behavior Monitor:

m Process and Thread Tracking

= File Dropping Monitor
Remote Threading Monitor
Process Memory Access Monitor
Registry Access Monitor
Networking Monitor

Automated Behavior Analysis Approach, Birdman, HIT2006 19



Virtual Lab For Spyware Analysis

¢ Virtual Lab = Archon Analyzer + VM Sandbox
E Automated ! Efficient !

- ¥-Solve 2006

J Console | Analysis Feport | Albaut

\.g
<4
&

Target Spyware
|G:\ [071 Malware] \Test\ Test?29_icvoxiicyfoxexe

Sanbox Environment
|\\><SERVER | - |

Select

UFE BHE RO LesEG TAD

HOE

Qrx- Q- -F Ome i wnx| @

Analyzer Options
5 - HIARAGE Wirdman - Archan Analyzor 0.4.0.1 by hitpi//%-Ralva. Irdmangs-salva.
M Execution Tracking |:< u:m: m:*gE ...:,::m'm nalyzon 0.4.0,1 iy hitps//%-Rabva.cam/blog (birdman@s-salve.corm)
Sent o Analyzer Engine 0 0.4.01 A GHEATE PROGERE (174, 5piyviara k]
v Registry Monitor ' vo LOADMODULE  \DicaHaeddsbvouuma spywar e (1magebasesd400000, L)
ESET:?\S&EE‘ %andb;x B 176, 1458, ipyware.ind  DIORFILE \Dovleo\ Harddis kY olurme L\ WINDOWE s ystorid 2\ koudmax.oxe
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M Network Monitor 0 1T WRITEREGIIRY Hi-A00-OSFLOR T, (012 VARSSLEN, D ORI bt s
i
o - 7 170,50 ware.ese WRATE REGIBTRY oy \RTGISTRY\MACHINE\SOF TWAREAS v, (00000007) Valugerck
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100 178, 1488, ipywire.oce WRITE MEMORY  hcdrons »C7FTIO000, Lorigthe0HO0000150 =+ {1536} anplurar gk
- 478, L450,pyarn oca. REMOTE THRRAD | 1536, 344 sl ave]
L1SSDT Analysis ” 121636, 344 o v CRUATE THIEAD (440,420 1LXPLORL £XE ]
10 138, ot WRITE MEMORY 0 eCHOOD0408 + < (44| EXPLORE LK
14 138, ot WRITE MEMORY 441 IUKPLORE KT
15 176, 1456, ipyware.ecs - WRITE MEMORY 047FFI0000, 440)|IFXPLORE FXE
1 470,4 o0 WRITE MEMORY  hcoss 0 IEF 000, Lorgi 0000000 -5 (44 [ EXDLORE FKE
= FEMOTE THRRAB | (4 516, 1EXDLORE )
Kb LOADMODULE  \DisicatHudshvolume ivogram Flosintama BiplsetEAPLORE E4E (imagebatestiicadon, bui)
AL EREATE THREAD (440,100 IEXPLORE £
St:.p Get Repnrt Analyze It! L ADJUBT PRIVILLGE L= 00000014, Figh 00000000
o WRITEMENORY  cioiest LorgtheCHBOO0IT =+ {834 josplorar v
22 176, 1488, ipyware.ess WRITE MIMORY  Addros Lengthe0H00000150 -+ {1536 waplurar ave
470,958, searn ove. RRHOTR THREAR) (1536, 1512 aplarar o]
54440, 1004, JGEPLCHE 45 CREATE THREAD (440,604 1EXPLORE 7]
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Birdman - Archon Analyzer 0.4.0.1 By http://X-Solve.com/blog DI‘Op EXE,
CTTS START sommmmmmmm e shell32.exe and

3 1632,1300,cmd. exe CREATE PROCESS [1456,,spyware.exe]

4 14E55,728,spyware.exe  LOAD MODULE “OevicewHarddiskYolume I\spyware.exe (ImageBase=00400000, DLL) Xthmp2.exe
5 1486,728,spyware.exe  DROP FILE YDevice\HarddiskVolume 1\ WINDOWSYysystem32itemp1

6 1486,728,spyware.exe  DROP FILE YWDeviceZyHarddiskVolume 1\WINDOWSYy system3245hell32 . exe

7 1456,728,spyware.exe  CREATE PROCESS [344,,8hell32.exe] ,

8 1458, 728, spyware.exe CREATE THREAD [244,4458,5hell32.exe]

a 244,448 Shell32.exe LOAD MODULE “DeviceyHarddiskYolume INWINDOWShsystem32hShell32. . exe (ImageBase=00400000, DLL)

DROP FILE YDeviceZHarddisk¥olume 1\DOCUME~ 1% birdmanyLOCALS~1\Tempi\xyztmp2.exe

Driver !l REATE PROCESS  [428,,xyztmp2.exe]
Rootkit,)f) REATE THREAD [428,516, xyztmp2.exe]
't AD MODULE “DeviceiHarddiskYolume 1WDOCUME~ 1hhirdmantLOCALS~ 1\Tempixyztmp?. exe (ImageBase=00400000, DLL)

DROP FILE YDevicebHarddiskYolume 1Y\ WINDOWSY system32ywwilogntiy.dll

15 428,516,xyztmpZ2.exe 3DROP FILE YDeviceyHarddiskVolume 1\ WINDOWS\ system32\KavPot.sys

16 428,516,xvztmpZ. exe DROP FILE YDeviceZHarddisk¥Yolume 1\ WINDOWS\ system32ZKavPot2.sys

17 676,824, services. exe LOAD DRIYER “RegistrywMachine\SystemiCurrentControlSet\Services\aVPort

18 676,1008,services.exe LOAD DRIYER YRegistryhMachinesSystemiCurrentControlSethServiceshaYPort2

Key=\REGISTRY\MACHINEYSOF TWARE\Microsoft\\Windows NTWCurrentYersion\\Winlogon'Motify'sysupdate,
(00000001% Yalue=DlIName, Data=wlogntiy.dll

KEy=4RELLD | KT AMIALHINEYSUE | W AREYVICE
(00000004 Yalue=Asynchronous, Data=12FC

Key="REGISTRY\MACHINENSOF TWARE\Microsoft
(00000004) Yalue=Impersonate, Data=12FCE0

Key=\REGISTRY\MACHINE,SOF T\WARE \Microsoft
{00000001% Yalue=StartShell, Data=Winlogonst

CREATE PROCESS [15872, , IEXPLORE.EXE]

19 428,516,2yztmp2. exe WRITE REGISTRY

20 428,516, xyztmp2.exe WRITE REGISTRY Windows NTA\Current¥ersion\WinlogonyMotifyhsysupdate,

“sysupdate,

21 428,516,=2yztmpZ.exe WRITE REGISTRY

Winlogon Notification !!
Wiogntiy.dll (Autorun!)

WRITE REGISTRY ysupdate,

DLL Injection !!

|nject to IE and CREATE THREAD [1872,1924,IEXPLORE.EXE]
KN NT=THIT=T=AN i rmageBase=00400000, DLL)
SpOOIS\Iexe WRITE MEMORY Address=0x00140000, Length=0x00000042 --= {1872 IEXPLORE.EXE
EEMDTE THEEAD [1872,1512,IEXPLORE.EXE]
REATE THREAD [428,1096, xyztmp?2.exe]
29 1872,1512,IExPLORE.EXE LOAD MODULE “DevicehHarddiskYolume1yProgram FileshInternet Explorer\JEXPLORE.EXE (ImageBase=00400000, DLL)

Key="\REGISTRY\MACHINEYSYSTEMYControlSet0014Serviceshsrservice, (00000004 Yalue=5Start,
Data=AFFFI0

31 428,1096,xyztmp2.exe ADJUST PRIVILEGE  Low=00000014, High=00000000
32 428,1096,xyztmp2.exe | WRITE MEMORY Address=0x009F0000, Length=0x00000042 --= (1592)spoolsv.exe
33 428,1096,xyztmp2.exe | REMOTE THREAD [1592,1612,spoolsv.exe]

30 428,1096,syztmp2.exe  WRITE REGISTRY
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. .. : g . DNS Quer
cige Sitey Z - (Z/2) Nawwors Freiile Hacareine) Query
85 187Z,1304,IEXPLORE.EXE NETWORK UDP: 192,168.88.128: 1157 -=> 192.168.88.2:53, (CUT) Length=8
00000000 : 45 00 00 3B 05 E7 0D 00 80 11 00 00 CO 48 58 80 | E..i..euvuenn. i
00000010 : CO A8 58 02 00 00 00 00 00 00 00 00 DGR
86 187Z,1304,IEXPLORE.EXE NETWORK ICMP: 192,168.88.2 -=> 192.168.88.128, [ IN) Length=57
gooooooo @ 45 00 0O 57 eh 72 00 OO0 80 01 SE 60 <0 &S 58 02 | BecllTYTco oo ® 0 oo
QOooo0010 = CO A 58 80 03 07 2F 05 00 00 OO0 OO0 45 00 00 3B | ..E.../ ..... 5008
gooooozo @ 05 EY OO OO0 S0 11 FF F7 CO A8 58 80 €0 A5 58 02 | cocoocosoo A 4
goooooso @ 04 85 00 35 00 27 19 453 F3 CE 01 OO0 00 01 OO0 OO | ...5.'.C.o.......
Qooooo40 @ 00 O0 00 00 O3 77 77 77 05 62 61 69 64 75 03 63 | ... unw.baidu. o
goooooso @ eF 6D OO OO0 O1 0O 01 | om.....
87 1872,1204,IEXPLORE.EXE NETWORK ICMP: 192,168.88.2 -=> 192.168.88.128, [ IN) Length=57
Qooooooo @ 45 00 0O 57 64 73 OO0 00 80 01 SE SF CO A8 55 02 | E..WMjs..... T
Q0000010 = CO AR 58 80 03 01 2F OB OO0 OO0 OO0 OO0 45 00 00 3B | ..Z.../ ..... .-
Qoooooz0o @ 05 E7 OO0 OO0 S0 11 FF F7 CO A5 55 S0 CO A8 55 02 | e eennnns A 4
aoooooso @ 04 85 00 35 00 27 19 43 F3 CE 01 OO0 OO0 01 OO0 OO | ...5.'.C........
agooooo4o @ 00 OO0 00O oo a3 779 7?97 77 05 62 61 69 64 7?5 03 63 | coooo wyw.baidu. o
goooooso @ eF 6D OO OO0 O1 0O 01 | om.....

Key="REGISTRY“WUSER\S-1-5-21-196040895
88 1872,1954,IEXPLORE.EXE WRITE REGISTRY “Softwares\MicrosoftyWindow shCurrentiersig
Yalue=ProxyBypass, Data=12B638
Key="REGISTRY“USER\S5-1-5-21-196040895
89 1872,1954,IEXPLORE.EXE WRITE REGISTRY “Softwares\MicrosoftyWindow shCurrentiersio
Yalue=IntranetMame, Data=12BA33

Key="REGISTRY%USER,S5-1-5-21-1950408951-7
a0 1872,1954,IEXPLORE.EXE WRITE REGISTRY SSoftwareMicrosoft\\Windows\CurrentYersion\Internet Settings'\ZoneMap, (00000004
Yalue=UNCAsIntranet, Data=12BA3E

91 1872,1924,IEXPLORE.EXE CREATE THREAD [15872,1740,IEXPLORE.EXE]
02 42B8,516,=xyztmp2.exe ACCESS FILE YDevice\Harddisk¥olumel\DOCUME~1%birdmaniLOCALS~1\Tempytmpkilll.bat

®  Archon Analyzer also records the traffic of TCP, UDP and ICMP.
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Case Study 3 : Code Inject

In this case, we will reveal some sophisticated tricks
about code Injection. It never drop any files into disk.

That Is why they are so difficult to de*, .

LS

Shellcode

EXE File
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Case Study 3 : Behavior Analysis (1/2) [

4 176,1456,spyware,

a  176,1456,spyware . exe

6 176,1456,spyware . exe

7 176,1456,spyware exe

8 176,1456,spyware exe

9 176,1456,5pyware,
10 176,1456,spyware.
11 176,1456,spyware exe
12 1536,344,explorer.exe
13 176,1456,spyware . exe
14 176,1456,spyware, exe
15 176,1456,spyware exe
16 176,1456,spyware . exe
17 176,1456,spyware, exe
18 448,516,IEXFLORE.EXE
19 448,516,[EXPLORE.EXE

=]
BHE

21 176,1456,spyware exe
22 176,1456,spyware exe
23 176,1456,spyware exe

CREATE PROCESS
LOAD MODULE

Birdman - Archon Analyzer 0.4.0.1 By http://X-5olve.com/blog {birdman®@x-solve.com)
1 -1 B

[176,,spyware.exe]

“DeviceyHarddiskYolumelispyware.exe (Imagebase=00400000, DLL}

‘DROP FILE

YDeviceyHarddiskYolume1ZWWINDOWS\ system32\koudmax.exe

WRITE REGISTRY

WRITE REGISTRY

WRITE REGISTRY

WRITE MEMORY
WRITE MEMORY
EEMOTE THREAD
CREATE THREAD
WRITE MEMORY

Key="REGISTRY'MACHINE\SOF TWAREYMicrosofthactive SetuphInstalled Componentsh{ ASCDFTEC-7E51B-
4633-4D69-4005FEOS0DER ), (00000002 Yalue=stubpath, Data=CiWWINDOWSYsystem32ikoudmax.exe
g

Key="REGISTRY'MACHINE\SOF TWAREYSKaw, {00000003) Yalue=nck

Key="REGISTRY4USERYS-1-5-21-1960408961-790525475-839522115-1003"Software,SKav,
(00000003 Yalue=klg

Address=0x7FF90000, Length=0x0000007F --= (1536 )explon,
Address=0x7FFB0000, Length=0x00000120 --= (1536 explo
[1536,344, explorer.exe]
[448,428 IEXPLORE.EXE]
Aaddress=0x7FFI0000, Length=0x00000408 --= {443 IEXPLORE.

Copy a whole EXE
Image into IE

WRITE MEMORY

Address=0x7FF20000, Length=0x00006400 --= {44E}IEKPLDRE.E

WRITE MEMORY
WRITE MEMORY
REMOTE THREAD
LOAD MODULE

CREATE THREAD

20 448,1984, IEXPLORE.EXE ADJUST PRIVILEGE Low=00000014, High=00000000

WRITE MEMORY
WRITE MEMORY
REMOTE THREAD

24 448,1984 I[EXPLORE.EXE CEREATE THREAD

Address=0<7FF70000, Length=0x00000283 --= (448 ) IEXPLORE.EXE

Aaddress=0x7FFo0000, Length=0x00000028 --= {443 IEXPLORE.EXE

[448,516,IEXPLORE.EXE]

“DeviceHarddiskYolume1s\Program FileshInternet Explorery JEXPLORE.EXE {ImageBase=00400000, DLL)
[448,1984, IEXPLORE.EXE]

Address=0x7FF30000, Length=0x0000007F --= {1536 explorer.exe
Address=0x7FF20000, Length=0x00000120 --> {1536)explorer.exe
[1536,1512, explorer.exe]
[448,804,IEXPLORE.EXE]

Automated Behavior Analysis Approach, Birdman, HIT2006
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24 448,1984, [EXPLORE.EXE CREATE THREAD [442, 2804, IEXPLORE.EXE]

20 448,1984, I[EXPLORE.EXE NETWORK UDP: 192,168.88.128: 1157 -=> 192.168.88.2:53, {OUT) Length=8
00000000 45 00 00 3B 08 E7 OO0 00 50 11 00 00 €O &5 58 80 | E.uvlceerennnns %.
00000010 CO A8 58 02 00 OO0 00 OO0 OO0 00 00 OO [ e eEerennnenn

26 1744,184,Dbgview.exe NETWORK LUDP: 192.168.88.2:53 -=»> 192.168.88.128:1157, { IN) Length=131
00000000 45 00 00 37 CO AS 58 02 | Euvvellevennnns X,
00000010 CO LS D 85 80 | ..X..5 =.5..
00000020 : 00 O1 DNS Query: 32 32 | e kirmo. 22
00000030 35 38 . = 1= I ) =l S
00000040 : 01 OO0 k|m0 2288 org e
00000050 01 0o .0 nsl1.3322
00000060 : 03 BE n31_3322_net HEE . s e snnns Q..
00000070 06 O3 BT = R S R I
00000080 72 00 F.o.=. F.To......
00000050 65 00 Evnnns

27 448,1984, [EXPLORE . EXE NETWORK TCP: 192,168.88.128: 1158 -=> 210.177.146.251:443, {OUT) Length=28
00000000 45 00 00 30 08 ES 40 00 50 06 00 OO0 €O A5 58 80 | E..0..B..euu.. X,
00000010 D2 B1 92 FE OO0 OO0 00 00 OO0 00 00 00 00 OO0 00 00 | o veeeneennennss
00000020 00 00 OO0 OO0 00 OO0 00 00 OO0 00 00 00 00 00 00 00 | vueeeeneenneness

28 448,1984, I[EXPLORE.EXE NETWORK TCP: 192.168.88.128: 1158 -=> 210.177.146.251:443, {OUT) Length=20
00000000 45 00 00 &7 05 ER 40 00 50 06 00 OO0 €O &S 58 80 | E..g..B....... x.
00000010 D2 BE1 92 FE OO0 OO0 OO0 00 OO0 OO0 00 OO0 00 OO0 00 00 | o veeessennnnnes
00000020 00 00 00 00 00 00 00 00 [ eeneeenn

20 4458,1984, [EXPLORE.EXE NETWORK TCP: 192.168.88.128: 1158 -=> 210.177.146.251:443, {OUT) Length=20
ooog . 00 OO CO A8 58 80 | E..(..B....... X,
oo0o Spyware Log f||e 00 O0 OO0 00 00 OO0 | 4uuvuernnennnnns
ooog [ v enneenn

30 4,56,5ystem ACCESS FILE \VDevice\HarddiskYolumel\Documents and Setti Nbirdmany\NTUSER.DAT.LOG

31 4,56,5ystem ACCESS FILE YDeviceyHarddiskYolume 1\WINDOWSy\system32\confighysoftware .LOG

32 4,56,5ystem ACCESS FILE YWDeviceHarddiskYolume 1\ WINDOWSY system32hconfigh system.LOG
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B Archon Scanner
» Work In the wild ARCHON

E Archon Analyzer

Scanner VS. Analyzer

m It works in the uncontrolled environment.
» Focus on find out unknown malicious software
» Behavior Scanner
» Forensic Tool

Work In the zoo ==&

Focus on analyze malicious behavior of certain target.
Behavior Monitor

Software Malicious Behavior Testing Tool

Lab Tool

¥y ¥ ¥ ¥ ¥
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Conclusion

E The danger of Spyware is very real, and Rootkit
technology is the latest trend in hiding Spyware from
users and Anti-Spyware software. Stealing of information
and compromise of private data can continue unnoticed
for days, weeks and sometimes months. Through
personal policies and the latest technology, you can
actively protect your company's network, and take a
stand against Malware.
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Q&A&THX
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F Greez
» All the great Rootkit hackers on Earth.
» Mr. SSCAN, ICST
» Archon Team, X-Solve
» And all my friends ©
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